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Information security pro-
grams enable companies to
meet their legal and business
objectives by managing the
multitude of risks associated
with use of information and
technology.

With the ever-growing scru-
tiny of corporate security, it
is an excellent time to evalu-
ate your company’s security
program and verify that it
meets legal requirements and
manages risk sufficiently.
Effective security programs
contain five key components:
(1) risk assessments to iden-
tify threats and vulnerabili-
ties; (2) strategy development
to prioritize and mitigate the
risks; (3) controls implemen-
tation to assign responsibili-
ties and deploy specific proc-
esses to manage risks; (4)
testing to confirm that
risks are ap-
propriately
mitigated by
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the controls; and (5) moni-
toring to adjust of the con-
trols given emerging
threats. The safeguards
should reflect the sensitiv-
ity of the information being
protected.

The following checklist
presents basic questions

that can help you evaluate
your company’s security pro-
gram.

O Do you have a designated
individual who is responsible
for the security program? Are
your current controls and se-
curity processes documented?
Is the program approved by
your Board of Directors or
senior management?

O Do you classify your infor-
mation assets based on the
sensitivity of the data ele-
ments?

O Do you have an inventory
of your information assets,

software and hardware de-
vices? Do you have an in-
ventory of information and
technology maintained by

service providers?

O Have you identified and
prioritized internal and exter-
nal threats to your informa-
tion and systems? Did you
include threats from technical
and organizational vulner-
abilities (such as ineffective
training), individuals with
malicious intent, accidental
loss or damage, and environ-
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IN THE SPOTLIGHT... Russia’s Privacy Law

The Russian federal law on
personal data takes effect this
month, establishing an EU-style
privacy regime in Russia.

The law applies to all personal
data, including HR data. Com-
panies may process personal
data only if required by Russian
law, as needed to effect an
agreement between the parties,
to protect a “vital interest” of
the data subject, or with the
data subject’s consent. Written
consent is required to process
sensitive information, including
biometric data. In this case, the
company must also collect spe-
cific identifying information
from the data subject.
Companies must take steps to

reasonably secure information
and protect its confidentiality.

Cross-border transfers of
personal information are re-
stricted to countries that pro-
vide adequate protection. If
adequate protection does not
exist, data may generally only
be transferred with the writ-
ten consent of the data sub-
ject or to effect an agreement
between the parties.

Companies must provide
privacy notices and respect
the rights of data subjects,
including rights of access and
to revoke consents.

The law establishes a data
protection authority to en-
force the law and ensure the
data subjects’ rights. Com-
panies must notify this au-
thority regarding their data
processing activities. Inter-

estingly, notification is not
required for processing a
company’s own HR data.

Existing databases must
comply with the require-
ments no later than January
1, 2010. However, DPA
notification must occur by
January 1, 2008.

If you have any questions
or would like an unofficial
English translation of the
law please call Peggy at
404-914-1163.
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Security Programs

mental problems (such as natural disasters
or power failures)?

O Do you have defined physical security
zones? Do you control access within your
facilities based on these zones? Do you
control environmental contaminants and
electronic penetration?

O Are all users required to execute appro-
priate acceptable-use policies and/or non-
disclosure agreements?

O Are users given access only to informa-
tion and systems as needed to perform
their required functions? Are the access
rights adjusted periodically to reflect per-
sonnel or system changes? Are users
appropriately authenticated, based on the
level of risk?

O Have you grouped your systems, appli-
cations, information and users into secu-

rity domains and set access requirements
within and between each security do-
main? Do you secure your computer net-
works using multiple layers of access
controls? Are your networks appropri-
ately protected using a combination of
protocols, filtering routers, firewalls,
gateways, proxy servers, and/or physical
isolation?

O Do you restrict access to operating sys-
tems applications and system utilities?
Do you monitor access and use? Are
operating systems and applications kept
current with security patches? Do you use
anti-virus products and other filtering
technologies to protect against malicious
code?

O Are applications secured with appropri-
ate time-of-day restrictions and other con-
trols? Do you monitor application usage
with software that analyzes user activity
patterns?

the next anniversary date as follows:

utes, regulations or ordinances.

Insurance Coverage Alert!

We recently renewed the PIMS general liability insurance policy and re-
ceived the following IMPORTANT NOTICE from our carrier:

Your Commercial General Liability policy will include a change at renewal or at

Exclusion - Violation Of Statutes That Govern E-Mails, Fax, Phone Calls Or
Other Methods Of Sending Material Or Information will be attached to your
policy. This endorsement is an exclusion of bodily injury, property damage and
personal and advertising injury arising directly or indirectly out of any action or
omission that violates or is alleged to violate the Telephone Consumer Protection
Act (TCPA), the CAN-SPAM Act of 2003 (including any amendment of or addition
to such laws), or any other statute, ordinance or regulation that prohibits or limits
the sending, transmitting, communicating or distribution of material or information.

This is a reduction in coverage in states where, absent the wording of this endorse-
ment, courts would consider coverage to be provided for vio-
lations of the above-mentioned acts or of other similar stat-

Does your insurance policy have a similar exclusion?
Given the potential liability associated with marketing
programs, we recommend taking steps to ensure that
you have sufficient coverage for these types of claims.

O Do you limit remote access to situa-
tions where it is needed for a particular
business reason? Do you monitor re-
mote access and secure/isolate remote
access devices? Do you use strong au-
thentication and encryption to secure
communications?

O Do you use encryption to protect sen-
sitive information during transit? Dur-
ing storage? Do you employ effective
key management practices?

O Are security requirements established
prior to development/acquisition of sys-
tems and applications? Do you have an
effective change control process?

O Do you perform appropriate back-
ground checks for new employees and
onsite contractors? Do you provide
security program training to all employ-
ees and onsite contractors?

O Do you have appropriate media han-
dling controls to protect paper and elec-
tronic media? Do you ensure secure
disposal of media containing company
or personal information?

O Do you conduct due diligence on ser-
vice providers? Do you require con-
tracts that include confidentiality, de-
fined security controls and reporting?
Do you audit your service providers?
Do you have a process for coordinating
incident response?

O Do you have processes to respond to
an information system intrusion, includ-
ing the containment and restoration of
systems? Do you have a formal inci-
dent response plan? Has this plan been
tested?

O Do you have an established business
continuity plan? Do you have sufficient
insurance coverage given the identified
security risks?

If you have any questions about the
legal requirements for information secu-
rity, please call Peggy at 404-914-1163.
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