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c quired to retain and disclose internal records in
the course of civil litigation. Among the most fa-
miliar of these requirements are the obligations to pro-
tect evidence relevant to pending or reasonably foresee-
able litigation and to produce documents sought under
a subpoena or court order.

For documents stored outside the United States, re-
tention and production requirements often conflict di-
rectly with international data protection laws. As multi-
national companies link their affiliates on global net-
works and leverage consolidated data processing hubs,
corporate documents are increasingly located in other
countries. The implications for companies facing com-
plex discovery in connection with U.S.-based litigation
can be profound.

U.S. Document Production Requirements

Rule 34 of the U.S. Federal Rules of Civil Procedure
governs the production of documents in civil litigation
before the federal courts. Under Rule 34, companies
have a legal duty to retain all documents that may be
relevant to pending and reasonably foreseeable litiga-
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tion. During the discovery process, companies are obli-
gated to search and produce all relevant records.

The failure to preserve documents for the other par-
ty’s use as evidence is spoliation. The corporate scan-
dals involving Enron and Arthur Andersen both in-
volved charges of spoliation. The consequences for spo-
liation may include adverse rulings in the litigation as
well as criminal sanctions and independent tort claims.

Under Rule 34, the duty to preserve documents ap-
plies irrespective of the format in which they are main-
tained. The Rule was amended in 2006 expressly to
state that the term “documents” includes all types of
electronically stored information.! The amendment
confirmed that “discovery of electronically stored infor-
mation stands on equal footing with discovery of paper
documents” and clarified that “a Rule 34 request for
production of ‘documents’ should be understood to en-
compass, and the response should include, electroni-
cally stored information.””?

Given the consequences of spoliation, U.S. compa-
nies are wisely focused on records management and
preservation. Many companies have implemented sys-
tems that automatically scan all electronic records (in-
cluding e-mails) and copy those records that may be rel-
evant to possible future litigation. These systems are
generally invisible to users, who may not realize that
their documents are being scanned and copied for fu-
ture document production purposes. Multinational
companies using these systems must also consider the
conflicts that exist between the Rules of Civil Procedure
and international data protection laws.

European Data Protection Laws

European data protection laws codify the concept of
privacy as a fundamental human right. In accordance
with the European Union Data Protection Directive,?
each member state has enacted a national data protec-
tion law governing the ‘“processing of personal data.”

The scope of the European data protection laws can-
not be understated. “Processing” is broadly defined as
‘“any operation or set of operations,” whether or not au-
tomated, including but not limited to ‘“collection, re-
cording, organization, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, align-
ment or combination, blocking, erasure or destruc-
tion.”* “Personal data” are defined equally broadly as
“any information relating to an identified or identifiable
natural person.”®

The general rule in Europe is that companies must
collect only the personal data they need to fulfill a spe-
cific legitimate purpose, then use, disclose and retain
the data only as needed for that purpose. The use of
business records that reveal personal data (such as
e-mails) in the course of litigation is a secondary use,
which requires (at minimum) the consent of the data
subject. But the mere retention of the records contain-

! Report of the Judicial Conference Committee on the Rules
of Practice and Procedure 71-72 (Sept. 2005)

21d. at 72

3 Directive 95/46/EC of the European Parliament and of the
Council on the Protection of Individuals with Regard to the
Processing of Personal Data and on the Free Movement of
Such Data (Eur. O.J. 95/L281)

41d. art. 2(b)

°1d. art 2(a)

ing personal data in anticipation of a discovery request
would itself violate this general rule.

European data protection laws guarantee individuals
access to and the opportunity to correct and request de-
letion of information held about them. Data subjects are
also entitled to object to the processing of their personal
data, and they must be offered the opportunity to have
their personal data erased before they are disclosed to
third parties or used for secondary purposes. To enable
individuals to understand how their data is used and ex-
ercise their rights, the laws require companies to pro-
vide detailed privacy notices.

European data protection laws also generally prohibit
the transfer of personal data to countries outside of Eu-
rope that do not provide an adequate level of protection.
As discussed below, the data transfer prohibition is sub-
ject to some exceptions. Unfortunately, these excep-
tions are interpreted very narrowly by the European
regulatory community.

Finally, the data protection laws establish indepen-
dent data protection authorities to supervise compli-
ance efforts and hear data subject complaints. These
authorities have the power to investigate data process-
ing activities and to order the cessation of processing
and the erasure of personal data. The authorities meet
collectively as a group created by Article 29 of the Di-
rective to issue guidance on the application of the Di-
rective.®

Across Europe, the data protection authorities take
their oversight roles very seriously. They routinely con-
duct investigations, bring enforcement actions, levy
fines, and, in some cases, even seek criminal penalties
for non-compliance with the data protection laws. Addi-
tionally, while the threat of large fines is daunting, com-
panies also risk burdensome investigations and the pos-
sibility that their data transfers may be disrupted. This
latter risk is very real; transfers of even innocuous em-
ployee data from Europe have been blocked as a result
of legal violations. ”

Processing of Personal Information for U.S.
Litigation

While the restrictions on transborder data flows are
the focal point of many U.S. company concerns about
data protection law compliance, it is important to re-
member that these restrictions only come into play if
the personal data have otherwise been lawfully pro-
cessed within Europe. However, the mere retention and
searching of records containing personal data of EU na-
tionals (such as e-mails) for Rule 34 compliance pur-
poses will likely violate EU data protection laws, even if
the data never leave Europe.

Of all of the privacy interests implicated by the Rule
34 production requirements, perhaps the most complex
are those of the employees, whose documents and
e-mails are subject to retention and disclosure. As a pre-
liminary matter, the data protection authorities regard
virtually all data about employees as personal data, sub-
ject to the data protection laws.® Almost all business

5 This group is referred to as the Article 29 Working Party.

7 See, e.g., Jennifer L. Kraus, On the Regulation of Personal
Data Flows in Europe and the United States, 1993 Colum. Bus.
L. Rev. 59, 71 (1993)

8 Article 29 Data Protection Working Party, Opinion 8/2001
on the Processing of Personal Data in the Employment Con-
text, Sept. 13, 2001 (5062/01/EN/Final WP 48)
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records contain some personal information, such as the
name of the individual that created the document or the
e-mail addresses of the sender and recipients.

The Article 29 Working Party has developed an ex-
tensive body of interpretation concerning the protection
of employees’ personal data. Although the analysis fo-
cuses on employee data, it should be remembered that
the same legal requirements will apply to the data of
other individuals contained in the company’s records.

European regulators have repeatedly stressed that
employers can only process personal data “lawfully,” in
accordance with established data protection principles,
including;:

® Finality: personal data may be processed only for
specific, stated purposes and may not be processed
for any other incompatible purpose.

m Legitimacy: personal data may only be processed
for “legitimate” purposes as set forth in the Data
Protection Directive.

® Proportionality: processing of personal data may
not be excessive in relation to the purposes for
which it was collected.

® Transparency: employers must notify employees
of the data it is collecting about them, must give
employees access to such data, and state the pur-
poses for which the data are processed.®

Compliance with these principles trumps any em-
ployer interest or claim of necessity:

The legitimate interests of the employer justify certain limi-
tations to the privacy of individuals at the workplace. Some-
times it is the law or the interests of others which impose
these limitations. However, no business interest may ever
prevail on the principles of transparency, lawful processing,
legitimisation, proportionality, necessity and others con-
tained in Directive 95/46/EC. Workers can always object to
the processing when it is susceptible of unjustifiably over-

riding his/her fundamental rights and freedoms.'°

Using the principles as a starting point, employers
may process data concerning their employees for law-
ful and legitimate purposes with ‘“unambiguous con-
sent” or if the processing is ‘“necessary.” ! Consent
and necessity provide the only legitimate basis for data
processing. Unfortunately, neither consent nor neces-
sity support the kinds of processing required for Rule
34 compliance, and the data protection authorities gen-
erally believe that any inspection of employee commu-
nications, such as e-mail, violates the principles stated
above.

Consent is problematic as a basis for processing for
document production. To be valid, consent must be
both freely given and capable of being revoked. The
Working Party makes this point repeatedly: “If it is not
possible for the worker to refuse it is not consent. Con-
sent must at all times be freely given. Thus a worker
must be able to withdraw consent without prejudice.”*?

From a Rule 34-standpoint, however, companies can-
not permit employees to opt-out of having their docu-
ments examined in connection with document produc-
tion requests. Companies cannot rely on consent as the
basis for its discovery and production requirements.

91d. at 3

101d. at 28 (emphasis added)
1114, at 15-16

121d. at 23

Employers must therefore rely on the “necessity” of
the processing for document production efforts. This
approach is problematic as well, however, because the
Article 29 Working Party has concluded that there are
only three types of really ‘“necessary” processing:

B Processing required for the employer to perform
its contractual obligations vis-a-vis an employee
(eﬁ., processing an employee’s salary data for pay-

oll);

® Processing required for the employer to protect an
employee’s vital interests (e.g., to protect the em-
ployee against particular hazards at the work-
place); and

B Processing required for an employer to comply
with its domestic legal obli§ations in Europe (e.g.,
processing an employer’s data for the purpose of
calculating the withholding tax).!?

The Working Party does not agree that compliance
with extra-territorial legal requirements is “necessary”
to justify processing of employee data in Europe. This
conclusion was forcefully demonstrated in the data pro-
tection authority response to U.S. company establish-
ment of whistleblower hotlines in Europe as required by
Section 301 of the Sarbanes-Oxley Act.'*

Moreover, analysis of employee e-mails—an essential
part of the discovery process—is viewed with excep-
tional hostility. Where employers examine employee
e-mails in connection with specific employee wrongdo-
ing, they have often faced legal sanction. This is most
vividly demonstrated in Societe Nikon France v. M.
Onof.'® There the French high court held that an em-
ployer had no legal right to intercept and read employ-
ees’ e-mails and other documents, even if the employer
supplied the computer and expressly provided that em-
ployees were not to use their computers for personal
uses. The court stated that monitoring personal mes-
sages violates this fundamental freedom even if the em-
ployer prohibits the usage of the computer for non-
professional purposes.'®

Similarly, in May 2006, the French high court ruled
that, absent exceptional circumstances, an employer
has no right to invade the personal privacy of employ-
ees in their workplace computers.!” In this case, a com-
pany found “erotic photos” on a worker’s desk; as a re-
sult, the company searched the employee’s work-issued
computer, discovered that he had downloaded porno-
graphic images and fired him. Although lower French
courts upheld the search and firing, the high court dis-
agreed, noting that the presence of pornography on the

131d. at 15

14 See Article 29 Data Protection Working Party, Opinion
1/2006 on the Application of E.U. Data Protection Rules to In-
ternal Whistleblowing Schemes in the Fields of Accounting, In-
ternal Accounting Controls, Auditing Matters, Fight Against
Bribery, Banking and Financial Crime, Feb. 1, 2006 (00195/
06EN WP117)

15 Cass. soc., Oct. 2, 2001, Bull Civ. V, No. 291.

16 See Yohei Suda, “Monitoring E-Mail of Employees in the
Private Sector: A Comparison Between Western Europe and
the United States,” 4 Wash. U. Global Stud. L. Rev. 209 (2005),
253-256.

17 philippe K. v Cathnet-Science, Cour de Cassation, Cham-
bre Sociale, Arret No. 1089 FS-P+B+R+1, Pourvoi No. J-03-
40.017, 5/17/05. Reported in the BNA Privacy Law Watch (June
6, 2005).
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computer did not present the type of risk that could jus-
tify an unauthorized search of the computer.'®

The French position is not unique. The Greek data
protection authority held in 2004 that even a technologi-
cal “intervention” (such as automated scanning) by an
employer of employee e-mails is illegal unless the em-
ployee is informed of the intervention and given a
“technical means of using special software to protect
the secrecy of his own communication.”'® In Italy, em-
ployers are also prohibited from monitoring e-mails; the
Italian Supreme Court has held that “an employer can
only carry out such monitoring if it is aimed at ascer-
taining unlawful behavior on the part of the employee
and provided it has reached an agreement with the lo-
cal union or has authorization from the local labor of-
fice.”2°

Given the state of the law around employee e-mails,
it is difficult to imagine how a company could justify ex-
amining e-mails or computer files merely in anticipa-
tion of U.S. litigation—even if Rule 34 requires precisely
that.

Indeed, in the one case that has considered the con-
flict between EU privacy laws and U.S. production re-
quirements, the privacy right, as expected, triumphed.
In 1995, the German government intervened in a U.S.
state court civil case to object to the production of Volk-
swagen’s printed corporate telephone directory. Based
on that intervention and expert testimony about the
scope and burden of German privacy laws, the Texas
Supreme Court concluded that the “corporate phone
book should not be produced in contravention of Ger-
man law.”?!

International Transfers of Personal

Information

Even if personal data are lawfully obtained and pro-
cessed, they may not be transferred outside of the EU
unless the recipient country offers adequate protection
or an exception to the transborder transfer restriction
applies. Since the United States has not been declared
adequate, data transfers from the EU to the United
States can only occur if:

m The recipient is in the U.S. Safe Harbor;??

m The transfer is authorized using an approved
model contract; 22 or

® Another exception to the data transfer restrictions
applies.?*

Unfortunately, none of these mechanisms provide
cover for U.S. companies that need to process and

181d.

19 Eighth Annual Report of the Article 29 Working Party on
Data Protection (2005) at 44 (citing Decision 61/2004)

20 “Monitoring Employees E-Mail and Internet Usage in Eu-
rope,” Internet Law-Business-e-Commerce, May 1, 2005.

21 Volkswagen, A.G. v. Valdez, 909 S.W.2d 900 (Tex. 1995)

22 Commission Decision 2000/520/EC of 26.7.2000 - O. J. L
215/7 of 25.8.2000

23 Commission Decision 2001/497/EC and Commission De-
cision C(2004)5271

24E.g., a derogation under Article 26(1) of the E.U. Data
Protection Directive. Companies can also seek specific permis-
sion from the applicable data protection authorities for the
transfer, but the operational difficulties of obtaining such per-
mission (and the low likelihood that it would be granted) ren-
der this approach of almost non-existent practical value.

transfer business records containing personal informa-
tion (especially employee information) to the U.S. for
document production purposes.

Under the Safe Harbor agreement, U.S. entities self-
certify that they are abiding by the Safe Harbor Prin-
ciples. These companies may believe that the Safe Har-
bor provides a mechanism for processing and transfer-
ring personal data in the context of U.S.-based
document production efforts because the Principles
state:

[a]dherence to these Principles may be limited: . . . by stat-
ute, government regulation, or case law that create conflict-
ing obligations or explicit authorizations, provided that, in
exercising any such authorization, an organization can
demonstrate that its non-compliance with the Principles is
limited to the extent necessary to meet the overriding legiti-
mate interests furthered by such authorization. . . .2

This interpretation is extremely risky, however, for two
reasons.

First, the Safe Harbor provides a legal basis only for
exporting personal data from the EU—it does not au-
thorize any additional processing within Europe, nor
does it broaden the ability of the organization to further
process the data once in the United States. EU and U.S.
negotiators explicitly agreed that “where an organiza-
tion intends to use personal information collected
through the employment relationship for non-
employment-related purposes,” the “U.S. organization
must provide the affected individuals with choice before
doing so, unless they have already authorized the use of
the information for such purposes.’’2%

Second, despite the general principle that Safe Har-
bor enforcement is the responsibility of U.S. regulators,
the European data protection authorities retained juris-
diction to handle data protection violations concerning
employee data.>” Accordingly, the strict EU interpreta-
tions of the exceptions will prevail.

The model contracts are no better than Safe Harbor.
Under the model contracts, the data exporter and the
data importer agree to comply with applicable EU laws
or similar data protection principles, thus limiting the
U.S. company’s ability to include the EU data in U.S.
discovery and production initiatives. And, again, the
data protection authorities have jurisdiction to address
any perceived violations.

Neither the Safe Harbor nor the model contracts pro-
vide any resolution of the conflicts created by the EU
data protection laws when employee data or other per-
sonal information is processed in the context of U.S.-
based document production efforts. Conversely, compa-
nies using these data transfer constructs may have even
greater risk. By bringing personal data to the U.S. pur-
suant to Safe Harbor or a model contract, they are in
the precarious position of having data in the U.S. that is
clearly subject to the Rule 34 requirements but without
the authority to process the data as needed to meet
those requirements.

Article 26 of the EU Data Protection Directive con-
tains exceptions to the general prohibition on transbor-
der data flows. Under Article 26(1)(c), personal data
may be transferred as “for the establishment, exercise

25 U.S. Department Of Commerce, Safe Harbor Privac
Principles (July 21, 2000), available at |<http://op.bna.comi
h_)l.nsf/r?Open:byu1-6y2th>|

;‘; Safe Harbor, FAQ 9 (Human Resources)

Id.
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or defence of legal claims.” While this derogation
seems to provide exactly what U.S. companies need, it
cannot be used to support the document discovery pro-
cesses necessary to comply with Rule 34 either.

All of the Article 26(1) derogations are interpreted
very narrowly by the European regulatory community,
and 26(1)(c) is no exception. ?® According to a Work-
ing Party example, “the parent company of a multina-
tional group, established in a third country,” that was
being sued by one of its own European employees could
transfer “certain data” relating to that employee from
its European subsidiary if those data were necessary for
its defense. But “this exception cannot be used to jus-
tify the transfer of all the employee files to the group’s
parent company on the grounds of the possibility that
such legal proceedings might be brought one day.”?°

Moreover, the Working Party has limited the applica-
tion of this exception to those cases in which “the pro-
visions of the Hague Conventions of 18 March 1970
(“Taking of Evidence” Convention) and of 25 October
1980 (““‘Access to Justice” Convention)’’ have been com-
plied with.3° The U.S. is not a signatory to the Access to
Justice Convention and U.S. law does not require courts
to follow the procedures of the Hague Convention on
the Taking of Evidence. As a result, the Article 26(1)(c)
exception appears inapplicable to U.S. document pro-
duction requests.

Additionally, even if the derogation did apply, it
would not exempt the company from otherwise comply-
ing with all of the provisions of the data protection laws
(such as limits on e-mail scanning), and it can be
trumped if the transfer, in the eyes of the relevant au-
thority, would violate the fundamental rights of the data
subject. The Working Party’s language is stark:

It should also be noted, however, that the provisions of the
Directive relating to transfers of personal data to third
countries cannot be applied separately from other provi-
sions of the Directive. As explicitly mentioned in Article
25(1), these provisions apply “without prejudice to compli-
ance with the national provisions adopted pursuant to the
other provisions of this Directive”. This means that regard-

28- Working Document on a Common Interpretation of Ar-
ticle 26(1) of Directive 95/46/EC of 24 October 1995

291d. at 15

301d. at 15

less of the provisions relied upon for the purpose of data
transfer to a third country, other relevant provisions of the
Directive need to be respected.?!

Conclusion

The Rule 34 requirements pose almost insurmount-
able risks for companies with operations in Europe or
other countries with EU-style data protection laws.
These laws require both government permission and
compelling justification before even the most innocuous
personal data can be collected, retained, exported from
the jurisdiction, or disclosed to a third party.

The conflicts between U.S. discovery requirements
and international data protection laws will only become
more pronounced, given the increasing use of consoli-
dated data systems and the expanding reach of U.S.
document production orders. Unfortunately, these con-
flicts likely cannot be resolved by companies due to the
vast number of data protection authorities and lack of
support for U.S.-government mandated processing gen-
erally.

Given the current attitudes of EU data protection au-
thorities around employee-data processing generally
(and employee monitoring in particular), it is unlikely
that support for the types of vast data-mining and
analysis required by U.S. discovery orders will be
found. This likelihood is reduced even further by the
current controversies between Europe and the United
States over the transfer of air passenger name records
or the SWIFT international financial data.

Europe is not alone. To date, EU-style laws have been
enacted in many other countries, including Argentina,
Australia, Canada, Hong Kong, Japan, New Zealand,
and Russia. To be certain, not all of these laws are as
complex or as zealously enforced as their EU models,
but many of the substantive requirements are similar if
not identical.

Ultimately, an accommodation, if not a solution, will
have to be found. Judging from the experience with the
Safe Harbor and passenger information agreements,
that accommodation will result not by pressuring com-
panies caught between two sets of conflicting legal re-
quirements, but through long, careful, detailed negotia-
tions between governments.

311d. at 8
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